April 11,2007

The Honorable Nancy Pelosi The Honorable Harry Reid
U.S. House of Representatives U.S. Senate

H-232, US Capitol S-221, US Capitol
Washington, DC 20515 Washington DC 20510

Dear Majority Leader Pelosi and Majority Leader Reid:

Five years ago, in the aftermath of the terrorist attacks of September 11, 2001,
Congress passed the USA Patriot Act, giving the FBI extraordinarily broad powers to
secretly pry into the lives of Americans and others without any indication they had done
anything wrong. The Patriot Act expanded the FBI’s authority to issue National Security
Letters (NSLs) by reducing the standard and allowing the FBI to obtain telephone and e-
mail records, financial information and consumer credit reports with only a certification
that the records sought are “relevant” to an authorized investigation. Under the Patriot
Act, information sought with NSLs no longer has to pertain to an agent of a foreign
power and is no longer limited to the subjects of FBI investigations.

How the FBI used these powers was a zealously guarded secret until March 9,
2007, when a Department of Justice Inspector General audit report was released,
revealing widespread misuse and abuse of these NSL authorities.

Despite statements to the contrary, the Inspector General found much more than
just sloppy management and poor record keeping. The IG’s report documents systematic
failures to follow statutory requirements, an inexplicable lack of internal controls, and
intentional circumvention of the law. These results were entirely predictable because the
violations the IG uncovered were the natural consequences of a statute that allows
government agents to access sensitive information without suspicion of wrongdoing, in
the absence of court oversight, and with complete secrecy compelled by a gag order
enforceable with criminal consequences. The FBI and Department of Justice proved they
are incapable of policing themselves. Congress must act now to fix the Patriot Act so
these abuses will not continue.

First, Congress must repeal the expansion of the NSL power that allows the FBI
to demand information about totally innocent people who are not the subject of any
investigation. The FBI should never be allowed to use NSLs to investigate people two or
three steps removed from any suspected criminal or foreign terrorists.

Second, the NSL power itself should be subject to prior judicial approval. The
FBI cannot be left to police itself. Allowing the FBI to keep self-certifying that it has met
the statutory requirements invites further abuse and overuse of NSLs. Contemporaneous
and independent judicial oversight of the issuance of NSLs is needed to ensure that they
are not used to collect information about innocent U.S. persons. Court review will
provide the checks and balances that were intended by the Constitution.



Third, Congress should amend the NSL statute so that gag orders are imposed
only upon the authority of a court, and only where necessary to protect national security.
Judicially imposed gag orders should be limited in scope and duration. First Amendment
freedom of speech must be protected and there must be a meaningful right to challenge
restrictions before a neutral arbiter, unlike the mechanisms under current law.

Fourth, any information that has been collected illegally, or collected about
innocent people, should be removed from government databases and destroyed.

Fifth, Congress should revisit the “exigent circumstances” provision of 18 USC
2702, which the FBI is now citing as the source of broad power. Despite the record of
illegality reflected in its misuse of “exigent letters,” the FBI is now claiming that Section
2702’s safe harbor provisions for telecomm companies gives the FBI authority to collect
records in what it declares to be emergency situations by making oral requests. If the FBI
did not properly document its written exigent requests for information in the hundreds of
instances noted by the Inspector General, should it really be allowed to make such
requests orally and go around the requirements of the NSL statutes?

Finally, Congress should also examine other domestic surveillance and data
mining programs run by other government agencies such as the National Security
Agency, the Department of Homeland Security, the Department of Defense, and other
entities to determine the scope and nature of all spying programs and ensure they are not
being used against innocent Americans. This inquiry should also examine the role of the
telecommunications companies in contracting with the government to sell their
customers’ data without the proper process.

Together, we call on Congress to reform the NSL powers and investigate
thoroughly the surveillance powers being claimed and used by the administration to the
detriment of our civil liberties and privacy interests. Thank you for considering our
views.
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